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Social Engineering is an approach or method used to
gain access to information through misrepresentation
or false identity by using various methods few are as
follows

What is Social Engineering ?

follows

 Careless talking is one of the reason for social engineering
 Careless talking about business, the office, home, personal and the people and

discussing with those who not authorized to talk.

 The widely used Social Engineering techniques by attackers
are Phishing, Vishing & Smishing
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A Phishing Email…
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Images from Anti-Phishing Working Group’s Phishing Archive
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Fake Google Ad
Homographic Attack
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Homograph Characters
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Be aware of Fraudulent calls



SMiShing – SMS Phishing



 Instant messaging

 Baiting

 Persuasion 

 Social Networking sites 

Whaling 

Other Social Engineering Methods 

Whaling 

 Shoulder surfing

 Dumpster diving 

 Key Logging



Ask your self whether
Internet usage is safe or not ??



Cont..        
If your Answer is safe If your Answer is  

Unsafe 

hOw MuCH Secure
Are You ??

Think About Security
Awareness



Not everything on the Internet is 
what it seems

When you are Not Aware

When you are Aware



Follow us
www.infosecawareness.in

https://www.facebook.com/infosecawareness
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